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IT SERVICE MANAGEMENT




IT Service Management

Purpose

Purpose to implement effective IT Infrastructure management in order to support

end users towards effective teaching and learning

Description

IT Service management is automated through various services offered to end users
like ERP system, Mail Services and Helpdesk. Support request from various end
users have been addressed by implementing resolution duration based on ecriticality

on which priority has been set to resclve the cases in time

Call Management System:

All system related problems to be reported to Help desk In-Charge who shall

prioritize the problem reported as per the following priority

C el priority Descriptio
Priority | Description Resolution Duration
ID
P1 High -P1 ' 1 Hour
P2 Medium ~P2 2 Hours
P3 Low ~P3 4 Hours
P4 Low — P4 8 hours




© P1:High Priority Departments/Office
Resolution
SL.No Department Loeation duration
1 Accounts Central block
2 Admission Central block
3 Directors Cabin Central block
4 Exam Office ALL Bleoks
5 IPM Central block
6 IT-Services Central block 1 Hour
7 KP - SW division Central block
8 Personal Office Central block
g Question Bank Central block
10 Registrar Office Central block
Central block /
11 Server Room Blocks
UPS/AC Audi Block
Valuation Center Blocki
Tedium: Priority Departments/Office = .
: Resolution
SL.No Department Location duration
1 Coodinators Campus_
2 Deans Campus
Department
3 Printers Campus 2 Hours
4 HODs Campus
5 Lab Campus
P3- Low Priority Departments/Office _
Resolution
SL.No Department Location duration
1 Faculty Campus
2 Staff Campus 4 Hours
Student ___ Campus
P4 - Low Priority Departments/Office = "
Resolution
SL.No Deparitment LCD duration
1 LCD Campus
2 Camera Campus 8 Hours
3 Wifi Campus

Staff and Faculty can register complaints through following Modes -

+ ERP System

e Mail Service : support@christuniversity.in
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o HelpDesk : 9137

Support Requests from faculty, staff and students has been automated by integrating
the tracking tool in ERP System. All cases registered by employees through support
mail , KP or by helpdesk call will be logged and tracked in this tool Implemented to

automate the tracking process to enhance the efficiency of the support system

Call registration and closure intimation is acknowledged to the employee through mail which is auto

generated.

Features of the tool

y Location

% Engineers Masziep
m Service Type
% SLA Category

= Service Request
Rengister Entry

m Service Request
Elletment

Block 11 MAIN CAMPUS R R
z . Audi Block MAIN CANPUS i X
3 Ceotrsl Black MAIN CAMPUS M X

ou Block MAIN CANMPUS I~ x
5 BLOCK 1 KENGERI CANPUS &} x
€ BLOCK I KENGERL CAMPUS [ x
7 BLOCK 1v . KENGERI CAMPUS - & x

Location of engineers in the campus is defined here. Based on the origin of call ,
calis will be assigned to the location. Engineer will get intimation by mail so that
they can check the tool for details and track accordingly. Supervisors will get the

mail irrespective of blocks. They can track the calls registered in the campus




Engineers Master

»» Enginecrs > >

Active

: c.h:’_’qg Suparvisos Edit Defete
1 Sharon Davis 61/08/2014 9481799896 sharenkd@gmail.com o137 Block 11 MAIN CAMPUS yes yes Ho @ x
2 Hanaj T Thomes 13/01/1871 9243872334 manojihomas@christuniversity.in 9072 Central Block MAIN CAMPUS vas Mo ves  [3f
3 . Shilpa Kamath 22/10/1507 -4 .731 shitpa.kemath@christuniversity.in 94895 Central Block MAIN CaMPUS yes Ho ves [ X
i 4 Shyamkumar ¥ 3 01/08/2014 9620191382 mh.suppert@christuniversity.in 9475 Central Bleck MANH CAMPYS YES No vEs & X
5. RaniMl - us}mnsu 953695;1551 rani,mj@christuniversity-in 9337 glock 11 MALH CAMPUS yas o ves [ W !
6 LithinKv 01/08/2014  BO50944326 fithinaszggmall.com 9137 Block 11 a1 CAMPUS yes yES HNe Eaj ®
7 Fasber A 0t/08/2034 8867542512 fasufaz@gmail.com 9137 Elock 1§ I-?NN CAMPUS yes He Ha Ej x
Kengeri
17 Vishau Bl P BL/09/2014 $304613170 vishnumpremanta7@gmait.com . BLOCK 1 KENGER] CANPUS yes YE4 Ho M “
18 shamnas P ) 01/09/2014 9008430051 pshamnaspalackal@gmail.com BLOCK 11 ¥EHGER! CaMFUS yes yes #n Ezf ®
19 _ Prasreesh - : .‘-Dl.fU_B.fZClM: 8!.!8-5295300 prasr.eesl.\.gwségmai!.cum BLOCK IV KENGER] CAMPUS yes yes tio Ej x
20 Vishnue MV 01/09/2014 7795636282 yvisnhupoyil2 gmail.cont BLOCY 1V YENGERI CAMPUS yes ves te @f X

Service Type

issamil Besn]

_. s.ﬁz_}; ,D':elqtin :
Hardware M4 . %
: 2 Katwork %) ®
‘: 3 Software i ks
|i ‘! 4 Support ¥} ®

Ta classify the category of support.



SLA Category

F‘.:I'I_D_rll_v. B

ampis
Pl 3 MALN CaMpPUS Actounts yas 1 [%f x
[ FENGEQ! CAMPUS aluation Certer ves 1 Eéf =
Pl . KENIGERL CAMPUS  Estam Offica  ves 1 M) x
PL KENGERL CAMPUS Acccunis yas 1 M x
P2 © MALR CAMPUS Qeans . yes EIREP T g . {E : -
P2 MAIN CAMPUS HOD | yes 2 [&f
2 MAIH CAMPUS LAB yes ' 2 ]
JF3 . MAIN CAMPUS Student yes 4 M X
P3 MAIN CAMPUS Staff yes 4 M
Py " MAINCAMPUS | . Faculty ' S yes P M) X
-

This is to define the resolution time and SLA status. Category is defined with the
expected resolution time. If SLA is not met, engineer has to provide the reason for

the delay. This can be analyzed in the report

SLA Service Request Register Entry

This is available to register call details by engineers.

* Mandatary Flalds

# Coso Ragistared Date 363905

Fi= Barvice Type | Software vi

? Racalved fram IMANG) T THOMAS

g

Fasger 4 !
TR SiHmmy Joseptt ] )i
A Joolin Elyas
mM‘_Mdnd h_v Lrnn Ky |

{ PiManelTThemas ™ T |
tluhameied Hissam ]
Liuhammed Sajiy

iano} T Thamas !
tuhammed Hissam ’

: i e problem 1
Action Fakes

invepay) feaell Barchef




This screen is available to the engineers to update the call status. All details are
updated here to track the efficiency. Problem reported and action taken will be

mentioned here. Helpful for analysis and service enhancement

Pending Call status

Engineer View

S Bfa‘:‘l‘( : : __i:_;:se"id
1 02/09/2014  1:12 PH Support {epartenent Events SHEE)A REHARL B ne Block I 1TS1409022 ]
KARALAM
2 03/09/2014  09:29 AH Support Lab-Support MARNO) T TROMAS no gleck 11 1TS1405031 =
3 Of#/09/2014  N27 PH Hardware wh MANO] T THOHAS e sleck 11 1751409116 1
4 08/05/2014 54 FH Softyrare LAB ROHIM ¥ ne Eleck 1} 1751409315 ol
§ 09/09/20L4  3:00 PH Hardware Faculty XAVIER M no Block )i ITSL1409136 &
] 09/09/201¢ 3104 #M Support Depariment Events BINO THOMAS ne glock 11 ITG1405137 3

Engineer can view all calls registered to his location. They can keep track of this to

close the call in time.

Block in charges will get an intimation mail whenever call is allocated to his location

Supervisor View

L QHOYOL4  Lr12FM Supgort Department Events Shaapn ne Elock 1f 1751409022 54

z 03/05/201¢  09:2% AM Suppart Lab-Support MANOI T THGHAS ne Ehack I IT51405031 e

3 Q80972014 3127 PH Hardware K] MANO] T THCHAS no Elgck 11 1751409116 Lf

E 08/09/2054 154 PM Software A8 ROHING V e Block 1} ITS1499818 1t

' 5. 6:.'6-:121)14 3:00 Ph Hardware Faculty HAVIER B o Elock 31 1751509136 1
& 09/09/2614 104 PH Support Capartment Events BINDG THOMAS no Block 11 1TS3499127 [t

7 L1jos/2018 255 PN Suppart Deporiment Evants BADU GOPAL no Beckil | ITS1409173 B

a L2/09/20L3  08:23 AM Hardwars wilt MANG] T THOMAS no Alack 1l 1151309178 o

| g 1/09/2014 2145 PH Scoftware Faculty HKUNIDHANA A G no Elock I IT$1405192 21
10 12/09/2014 2147 PH Support Lab-Supgort SAHANA FRASAD L] Slock 11 IT51409193 12
1t 1309/2014 2336 M Hetwark Student SHILPA KAMATH o glock 11 1151409196 &)
12 12/09/2014  10:58 AN Hardware Faculty JOLLY JOSHY no Audi Block 1751400189 |t
V3 26/08/2014  SI33PM Hardware Focehy :ﬁ‘g‘c“:‘g_ﬁg Joseer no Centrsl Block 1751408453 i
14 06/09/2014 5141 PM Support LAB shyam no Central Block  [T51409097 =4
13 §2/09/2014 - 09152 AM Hardware staff o MANJUNATH # no Central Blgcc 1751405185 [
. snimmsnmes _saiis e preedn cn s deniesies GERARD . et Raas  mmedsamean




Supervisors are for the campus. Responsible to track all the calls within the campus.
They will get intimation mail whenever call is registered anywhere in the campus.

Service call allotment is done by supervisors as below
Service Request allotment

This will be handled by the supervisors, As support request is received by mail, KP or
by mail, they can update the details in the tool. Location of the engineers to attend

the call will be updated here. Based on which block in charges will get the intimation.

Acknowledgment mail will be sent to the employee requested for the support.

Central Block |

gatt] Baxetl el

Communication with Registered users

Acknowledgment mail format as below:-

Dear Staff,

Thank you for contacting IT Services!!

Your request is registered with us and has been assigned to the technical team,
Your Request : Cabin No 378, Needs support for the installation of software.,
Track ID : ITS1400168 o

IT Support Team.

Christ University

This is an auto generated mail. Please do not reply. For any queries,

contact support@christuniversity.in

After completing the call, engineer will update the call status with closing time and

action taken,




Once they complete the entry and submit, closure mail will be sent to the registered

employee

Closure Mail format:-

Dear Staff,
Technical team has confirmed that your request has been resolved.

Registered Request : C++ installation in Audi Block lab systems - 45 Nos. Requested by Deepthi
Ma'am for 11th september : 11.00 to 1.00 PM Test and be ready by 1oth

Track ID ... : ITS1409105

Action Taken : installed in 50 systems
Regards,

IT Support team

Christ University

This is an auto generated mail. Please do not reply. For any queries,

contact support@christuniversity.in
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Network Security

Network connectivity provided through the Universityn, is governed under the
University IT Policy. The Microhard Services Pvt.Ltd is responsible for the ongoing
maintenance and support of the Network, exclusive of local applications, Problems

within the University’s network should be reported to Microhard Services

A IT Address Allocation

Any computer (PC/Server) that will be connected to the university network, should
have an IP address. Following a systematic approach, the range of IP addresses that
will be allocated to each faculty/staff/students will be decided. So, any computer
connected to the network from the above will be allocated IP address only from that
Address pool. Further, each network port in the room from where that computer will
be connected will have binding internally with that IP address so that no other
person uses that IP address unauthorisedly from any other location. An IP address
allocated for a particular computer system should not be used on any other computer
even if that other computer belongs to the same individual and will be connected to
the same port. IP addresses are given to the computers but not to the ports. IP
address for each computer is obtained as per decision of address pool available for

various user category

B.DHCP

IP address allocation is handled by DHCP Servers and no manual IP aliocation is

allowed for any systems.

IT Team system administrator will provide static IP addresses to the servers based on
the location of the server which has to be accessed across the campus. Non-
compliance to the IP address allocation policy will result in disconnecting the port
from which such computer is connected to the network. Connection will be restored

after receiving written assurance of compliance from the concerned user,

C. IT Team and departments will be strictly implanting security policy in cooperation

with MicroHard Services for the follwoing
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1. User Training - Through posters, mails , Training Programs ,IT services shall

ensure adequaté knowledge exist for appropriate use of assets allocated to users

2. Sccure Areas - All important Systems/Servers/Network equipments shall be

located in designated Server room. Server room must have access control mechanism
or shall kept under lock and a key. Server room access by any personal shall be

accompanied by IT-Services personal .

3.Equipment Register - All desktops/laptops/servers are protected with

password (o protect unauthorized access . UPS Power supBply is provided to all
equipments. Critical equipments is placed in placed in places where unauthorized

access is minimal,

4. Protection against Malicious code / software - Anti- virus /Anti-Spyware

and Anti-Spam software is installed to protect network. Antivirus software is

installed at 3 Le\'rels — Gateway at Firewall level, All Servers , Desktops/ Laptops.

5. Network Security - Network shall be protected by a Firewall. All equipments
must be placed behind the Firewall.All WAN connections are routed through the

gateway. Gateway authorizes and authenticate network traffic as per defined access

rights on the Firewall

6. Access control - New employees joining the organization shall be provided with

userID/MaillD as per their roles/responsibilities .Access rights to various
servers/application systems. Whenever employee leave the organisation, user ID and
Mail account shall be deleted with imumediate effect upon receiving informant from

HR department. All user ID must have valid password. Password policy can be
decided.

7. Security of System Files/utilities - Only authorized users shall be given access

to system utilities that allow "Super user" or "Administrative” functions like backup,

Network Monitoring etc.

8. Patch Management : IT-Services shall identify operating system and
application that require Patch updates. Patch Management plan shall be prepared to

il




identify the periodicity of monitoring and mechanism for updating all systems shall

be recorded.

9. Event logging - Log files of critical servers/equipment { OS ) and application
systems shall be enabled to track the activities/transaction action performed on the

system,

SOFTWARE INSTALLATION LICENSING
POLICY AND ASSET MANAGEMENT

12



Software Installation, Licensing Policy and Asset management

Any computer purchases made by the University should make sure that such
computer sy_étérns have all licensed software (operating system, antivirus software
and necessary application software) installed. Respecting the anti-piracy laws of the
country, University 1T policy does not allow any pirated/unauthorized software

installation on the university owned computers.

A. Operating System and its Updating

1. Individual users should make sure that respective computer systems have their 08
updated in Iespectwe of their service packs/patches, through Internet. This is
particularly { 1mp01 tant for all MS Wmdows based computers (both PCs and Servers).
Updating OS by the users helps their computers in fixing bugs and vulnerabilities in
the OS that were periodically detected by the Microsoft for which it provides
patches/service packs to fix them. Checking for updates and updating of the OS

should be performed at least once in a week or so.

2. University as a policy encourages user community to go for open source software

such as Linux, Open office to be used on their systems wherever possible.

3. Any MS Windows OS based computer that is connected to the network should be
updated with all the patches. Microhard Services is responsible for keeping all

machines up to date by regular preventive maintenance activities

B. Antivirus Software and its updating

1. Computer systems used in the univetsity should have anti-virus software installed,
and it should be active at all times. The primary user of a computer system is

responsible for keeping the computer system compliant with this virus protection

policy.

2. Individual users should make sure that respective computer systems have current
virus protection software installed and maintained. He/she should make sure that
the software is running correctly. It may be noted that any antivirus software that is
running on a computer, which is not updated or not renewed after its warranty

period, is of practically no use. If these responsibilities appear beyond the end user's
13




technical skills, the end-user is responsible for seeking assistance from Microhard

Services.

IT Admin team will disconnect all user devices from the network if found without

active Antivirus software

Software Asset Management

Asset Register is maintained by IT admin team . All the Purchase is done as per the
IT purchase policy and Asset register is maintained for the same. Softwares
purchased by the department shall maintain software in their department in
consultation with IT department. Asset register and renewal of the license is the
responsibility of IT Department. Asset register must include the department using

the software , License type, validity and vendor contact details.
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IT SERVICES ACCOUNT USAGE POLICY
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IT Services Account Usage Policy

Any user ( student / staff ) is provided with login credentials to access Email , ERP
account, Internet access account and Library account . IT department provide login
credential to all students join the university. This is based on the student list
provided by the admission office. Account credentials for the staff is provided by the

IT depariment based on the confirmation by the personal relations department,

Email Account : Email service is provided by gmail all the staff and students will be
provided personal email ID upon joining the university. FEmail format will be
firstname.lastname@christuniversity.in for staff and

fisrtname.lastname@®course.christunivesrity.in for students. Email will be available

for students as long as they are studying in the university and will be inactivated one
they leave the institute. Staff email account will be inactivated once they leave the

institution and will be active only for 15 days.

EPR Account/Internet account/library Account will inactivated with immediate

effect once the student/ staff leave the University
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INFORMATION SECURITY
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Information Security

Information is security management is the combined responsibility of IT Department

and Micro hard Services.

IT Department training division emphaéize on information security policy during

training sessions and guide lines given for all desktop users in the university
Information security recommendations include:

1. All desktop computers should have the latest version of antivirus and should retain
the setting that schedules regular updates of virus definitions from the central server.
Kasperskey Antivirus is deployed in the campus . Maintenance of Antivirus with

Jatest patch is the responsibility of the Microhard Services.

2, When a desktop computer is installed, all operating system updates and patches
should be applied. In addition, operating system updates and patches should be

applied regularly, on an ongoing basis.

3. All Windows desktops (and OS X or later Macintosh desktops} should have an
administrator account that is not used as the regular login account, The login for the
administrator account should be changed from the default. Administrator login

details are known only the IT Department and Microhard Services

4. The password should be difficult to break. Password, defined as: 1, must be
minimum of 6-8 characters in length ii. must include alphanumeric characters. Do
not leave password blank and x. Make it a point to change default passwords given by

the software at the time of installation

5. The password for the user login should follow the same parameters as mentioned

above.
6. The guest account should be disabled.
7. New machines should activate the built-in firewall.

8. All users should consider use of a personal firewall that generally comes along the

anti-virus software, if the OS does not have an in-built firewall,

18




9. All the software on the compromised computer systems should be re-installed
from scratch (i.e. erase the hard drive and start fresh from installation disks). When
the hard disk of the PC is formatted, the OS and all the application software should
be installed from the original CDs of the software, Only the data or document files
should be copied from the old hard disk and care should be taken to see that no virus

residing in the old hard disk gets into the newly formatted and installed hard disk.

10. All Servers password policy is same as point No.4 and is known only to the IT
Department. Access to the server room is restricted and is only allowed only with

some one in the IT Department

19




IT RISK MANAGEMENT
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IT Risk Management |

Disaster recovery management is very crucial for the university. All the servers and
services offered by the IT departments is maintained and managed by the University.
IT team-is responsible to implement and maintain all the servers hosting the
services. High availability and disaster recovery is the responsibility of IT

Department.

High Availability: Unavailability of Services like ERP, LMS , Gmail , Internet access
has to be considered seriously as it affects the day to day activities of students and
staff in the campus. Server implementation architecture is focused to handle such
scenario. Load balancing and replication strategies are implemented to address such
issues along with performance gain. Daily check by the IT team and documentation

of down time on the same is to analyze and improve the high availability factor.

Disaster recovery: Backup and recovery plan is defined by the IT Department to
effectively manage the risk with the down time of services. ERP system / LMS
systems and all other servers is scheduled with daily back. NAS backup device is
implemented and backup is automated daily.  Replication architecture is
implemented for Database servers to avoid the risk of losing the data. Critical
application servers are maintained in separate locations to avoid gods act like Fire,
Flood ete. Server rooms is different locations and synchronization of data across the

locations is effective for high availability

21



OPEN SOURCE RESOURCES

22




Open Source resources

Christ University is strictly following the policy of Open Source resources for all the
services provide to users and staff. All servers are hosted and maintained by the
University, Campus ERP system (KP) / Learning Management system( Moodle),

Library applications are all implemented on Linux System.

We promote the use of open source resources as they are secure, fast and scalable
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Green Computing

University is environmentally responsible and is for eco-friendly use
of computers and their resources. We use and dispose computing devices in a way

that reduces their environmental impact.

A. Conserve Energy :

Desktop systems and servers are always set with power saving mode. Microhard
services is responsible for implementing in all systems which are installed. Regular
check is done by Microhard Services to make sure that power consumption mode is
enabled affectivity

B. Reduce paper consamption: '

MaillD is provided to all staff members and students so they can effectively
communicate using soft copies. WIFI is enabled through out the campus to ensure
the communication using devices. Departments are provided with common network
printer with dual side printing facility. Training is provided by IT team to avoid paper

wastage by single side printing

C. Recycle:

University discards the used or unwanted electronic equipment is a responsible
manner. Microhard services is responsible to maintain all the hardware equipments
within the campus. University has a contract with Microhard service to take back all
the obsolete equipments from the campus premises and is the responsibility of
Microhard Services to discard it wisely. University will not discard used devices

within the campus premises
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IT Inventory Management

Christ University - bengalore
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IT Purchase process
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